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What is Static Analysis?

Detecting code smells, bugs and vulnerabilities in the code

without executing it.

€ sonar



Why do Static Analysis?

ﬁ. Reliability ‘/\74 Security \'ﬁ Maintainability

Lower security and operation risks: downtime, breaches

Lower maintenance costs: bug fixes and features are easier



What’s Wrong With Tests?
Easy to forget some bug kinds

Impossible to test all execution scenarios

Miss code smells entirely

Only check functionality and performance, not maintainability

Complementary



Why do Static Analysis?

NameError: name ‘true’ is not defined

script.py

#!/usr/bin/python

prods = long_20h_computation()

with open("res.json", "w") as outf:
outf.write(json.dumps(prods, sor‘r_kegs=-))

Q ' static analyzer
goes even deeper

after 20 hours of running script.py




QOutline

First hour

Intro to static analysis
- Place for static analysis

AST-based analysis

Visitors & Matchers

Second hour

Taint Analysis
Symbolic Execution
Static Analysis Trade-off

Demo



Static Analysis vs Compilers

Aren’t compilers already doing this? Yes...

EntityManager em;
- Comp”ations errors public void process(HttpServletRequest request) {
_ |”ega|e name ShadOWing a String source = n request.getParameter("source");

String query = "query";

- Unused Variable [E) doquery(source, query);
}

Similar, just with different constraints: erivate void [l doQuery(string part1, string part2) {

String res = "";

ﬂr‘es += Bpartl;
- Resources (People) B res += [l part2;

E em.createQuery(res);

- Execution time

- Reporting: expla in complex iSSUE, tr § Change this code to not construct SQL queries directly from user-controlled data.

output
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Where can we do static analysis?

Name
Lexer Parser
[ } [ } [ Analyzer } [

Type
Checker

Il

IR
generation

|

DIRCEEIE

Il

Code
generation

|
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Where can we do static analysis?

Name
Lexer Parser
[ } [ } [ Analyzer } [

Type
Checker

Il

IR
generation

|
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Before the Lexer?

Lexer Parser NETIE s R
Analyzer Checker generation

A

|

Don’t use tabs - S105
Don’t use “invisible” characters (U+200B, known as
“zero width space”) - 52479
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https://rules.sonarsource.com/java/RSPEC-105
https://rules.sonarsource.com/java/RSPEC-2479

After the Lexer

Name
Lexer Parser
[ } [ } [ Analyzer

Il

A

Type
Checker

Il

IR
generation

|

- Mixed comment style (// mixed with /* */) - S1917

- TODO/FIXME words - S1135
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https://rules.sonarsource.com/cpp/RSPEC-1917
https://rules.sonarsource.com/java/RSPEC-1135

After the Parser

Name Type
[ Lexer } [ P } [Analyzer} [Checker

Il

A

- Nested switch statement - S1821

- Conventions rules

- Cognitive/Cyclomatic Complexity - S3776

IR
generation

|
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https://rules.sonarsource.com/java/RSPEC-1821
https://rules.sonarsource.com/java/RSPEC-3776

After the Name Analyzer

Name
Lexer Parser
[ } [ } [ Analyzer }

- Null pointer dereference - 52259

String s = null;

s.substring();

|

Type
Checker

Il

IR
generation

|
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https://rules.sonarsource.com/java/RSPEC-2259

After the Name Analyzer

Lexer Parser REWE
Analyzer

- Variable shadowing - S1524

val x: Int =1;
if (...){
val x: Int = 2;
/] ...
}

A

|

Type
Checker

Il

IR
generation

|
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https://sonarsource.github.io/rspec/#/rspec/S1524

After the Type Checker

Name Type
[ Lexer } [ Parser J [Analyzer} [Checker

|

delux("something", "5c07")

A

|

IR
generation

|
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After the Type Checker

Name Type
[ Lexer } [ Parser J [Analyzer} [ Checker} [

IR
generation

|

delux("something", "5c07")

springframewaork.security.Encrypt.delux(String password, String salt)

19



After the Type Checker

Name Type
[ ST } [ P J [Analyzer} [ Checker}

- Hard Coded credential - S2068

A

springframewaork.security.Encrypt.delux(String password, String salt)

delux("something", "5c07")

|

IR
generation

|
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https://rules.sonarsource.com/java/type/Security%20Hotspot/RSPEC-2068

After IR generation

Lexer Parser NETIE s R
Analyzer Checker generation

"Canonical form”, “simpler” can used for more advanced analysis

- Taint analysis and Symbolic execution
Analysis of compiled dependencies (for Java)

Write engine once, target multiple source languages (java, scala)

21



QOutline

First hour

Intro to static analysis
Place for static analysis

—»AST-based analysis

Visitors & Matchers

Second hour

Taint Analysis
Symbolic Execution
Static Analysis Trade-off

Demo
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AST Analysis

Lexer |~ | Parser NETIE s R
Analyzer Checker generation
or or




AST Analysis Concept
Traverse the AST

to detect patterns of a bug or a code smell

Keep token locations

to pinpoint found issues

24



Rule examples

If with a trivial condition

Redundant condition

Unused parameter

if (frue){..}else{..}

if(x){..x..}else{..x..}

fn foo(x: Int(32), y: Int(32)) { x }

25



Running example

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }

b

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example

26



Running example

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }

b

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)
}
| fn get data(lim: Int(32)): String =|{
val column: String = Std.readString();
do_guery(column)

}

end Example

27



Running example

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }

b

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

}

fn get data(lim: Int(32)): String ={

|va| column: String = Std.readString(); |
do_query(column)

}

end Example
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Running example

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }

b

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)
}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
|do_querg(co|umn) |

end Example
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Running example

object Example

| fn do_query(col: String): String = k
val i1d: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }

b

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example
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Running example

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }

b

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

| Sql.query(g2) |
}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example
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Running example

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }

| val g2: String = g1 ++ " FROM u WHERE id = " ++ id; |

Sql.query(q2l)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example
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Running example

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val gl: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }

b

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example
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Running example

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val gl: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "'SELECT name" } else { "" }

%

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example
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Running example

object Example

fn do_query(Jilf: String): String = {
val id: String = Std.readString();
val gl: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { . }
} else {
if (frue) { "'SELECT name" } else { "" }

%

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example
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Running example

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }

b

val g2: String = q1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example
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AST

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }

b

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example

Obj Example




AST

object Example

fn do_query(col: String): String = k
val i1d: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }

b

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)
}
| fn get_data(lim: int(32)): String =|{
val column: String = Std.readString();
do_guery(column)

}

end Example

Obj Example

Fn do_query

Param col: String

Fn get_data

=

Param lim: Int(32)

38




AST

object Example

fn do_query(col: String): String = {
|va| id: String = Std.readString();
val qT: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }

b

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example

Obj Example

Fn do_query

¥

Val id

Param col: String

Fn get_data

=

Param lim: Int(32)

A

Call Std.readString

39




Obj Example Fn do_query Param col: String
v
A S T Val id > Call Std.readString
'
Val g1 If Call Str.empty ValRef col
object Example
fn do_qguery(col: String): String = {
Ny : . If Call Str. ValRef col
val id: String = Std.readString(); L e
val q1: String = if (Str.empty(col)) { l\
2 n xn
if (Str.empty(col)) { "SELECT *" } else { col } Literal “SELEGT ValRef col
} else {
if (frue) { "SELECT name" } else {"" }
}; If Literal true
val q2: 5fring = qT ++ " FROM U WHERE 1d =" ++ id; I R
}Sql.querg(qZ) Fn get_data [ Param lim: Int(32) Literal “SELECT name* Literal “

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example
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Obj Example Fn do_query Param col: String
v
A S T Val id > Call Std.readString
:
Val g1 If Call Str.empty ValRef col
object Example
fn do_query(col: String): String = {
val id: String = Std.readString(); " ey ValRef col
val q1: String = if (Str.empty(col)) { l\
if (Str.empty(col)) { "SELECT *" } else { col } P i
} else {
if (frue) { "SELECT name" } else {"" }
) If Literal true
|val g2: String = g1 ++ " FROM u WHERE id = " ++ id; T -
}Sql.querg(qZ) Fn get_data [ Param lim: Int(32) Literal “SELECT name* Literal **
fn get_data(lim: Int(32)): String = {
val column: String = Std.readString(); Val g2 BinOp ++ BinOp ++ ValRef id
do_guery(column)
}
end Example |
ValRef q1 Literal “ FROM u WHERE id = “

41



AST

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%

val g2: String = g1 ++ " FROM u WHERE id =
Sqgl.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example

Obj Example Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
"4+ id; 1 R
Fn get_data [ Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 47



AST

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)
}

fn get data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example

Obj Example

Fn get_data >

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 43




AST

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example

Obj Example

Fn get_data >

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef q1 Literal “ FROM u WHERE id = “
ValRef g2 44




QOutline

First hour

Intro to static analysis
Place for static analysis

AST-based analysis

- \isitors

Second hour

Taint Analysis
Symbolic Execution
Static Analysis Trade-off

Demo
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AST Visitors

Intuitive way to work with trees

Used in your interpreter and compiler (e.q. for codegen)

46



Obj Example

Fn get_data >

Param lim: Int(32)

Val column [

Call Std.readString

!

Call do_query

i

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Literal “SELECT name* Literal ““
Val g2 BinOp ++ BinOp ++ ValRef id
A
Call Sqgl.query ValRef q1 Literal “ FROM u WHERE id = “
ValRef g2 47




Obj Example

Fn get_data [

Param lim: Int(32)

Val column [

Call Std.readString

!

Call do_query

i

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Literal “SELECT name* Literal ““
Val g2 BinOp ++ BinOp ++ ValRef id
A
Call Sqgl.query ValRef q1 Literal “ FROM u WHERE id = “
ValRef g2 48




Obj Example

Fn get_data [

Param lim: Int(32)

Val column [

Call Std.readString

!

Call do_query

i

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Literal “SELECT name* Literal ““
Val g2 BinOp ++ BinOp ++ ValRef id
A
Call Sqgl.query ValRef q1 Literal “ FROM u WHERE id = “
ValRef g2 49




Obj Example

Fn get_data [

Param lim: Int(32)

Val column [

Call Std.readString

!

Call do_query

i

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Literal “SELECT name* Literal ““
Val g2 BinOp ++ BinOp ++ ValRef id
A
Call Sqgl.query ValRef q1 Literal “ FROM u WHERE id = “
ValRef g2 50




Obj Example

Fn get_data [

Param lim: Int(32)

Val column [

Call Std.readString

!

Call do_query

i

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Literal “SELECT name* Literal ““
Val g2 BinOp ++ BinOp ++ ValRef id
A
Call Sqgl.query ValRef q1 Literal “ FROM u WHERE id = “
ValRef g2 51




Obj Example

Fn get_data [

Param lim: Int(32)

Val column [

Call Std.readString

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Literal “SELECT name* Literal ““
Val g2 BinOp ++ BinOp ++ ValRef id
A
Call Sqgl.query ValRef q1 Literal “ FROM u WHERE id = “
ValRef g2 52




Obj Example

Fn get_data [

Param lim: Int(32)

Val column [

Call Std.readString

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Literal “SELECT name* Literal ““
Val g2 BinOp ++ BinOp ++ ValRef id
A
Call Sqgl.query ValRef q1 Literal “ FROM u WHERE id = “
ValRef g2 53




Y

Param col: String

Val id > Call Std.readString
Val g1 > If > Call Str.empty > ValRef col
If > Call Str.empty > ValRef col
Literal “SELECT ** ValRef col
Y
If > Literal true
Y ¢ ~
-— Literal “SELECT name“ Literal i
Y
Val g2 > BinOp ++ > BinOp ++ > ValRef id
Y Y A\
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 54




AST Visitors - Implementation

trait TreeVisitor {
def visit(t: Tree) = t match {

case Ite(cond, thenn, elze) =>
visit(cond)
visit(thenn)
visit(elze)

case FunDef(name, params, retType, body) =>
visit(params)
visit(body)

/] ...

55



if with a trivial condition

object TrivialConditionCheck extends TreeVisitor {
override def visit(tree :Tree) = tree match {

case Ite(BooleanLiteral(), _, ) =>

reportissue(tree)
super.visit(tree)
case _ => super.visif(tree)

}
}

56



case Ite(BooleanlLiteral(), _, ) =>

reportissue(tree)

A A

V-

> Call Str.empty > ValRef col
If > Call Str.empty > ValRef col
Literal “SELECT ** ValRef col
Y
If > Literal true
Literal “SELECT name* Literal “
Y
Val g2 > BinOp ++ > BinOp ++ > ValRef id
Y Y A\
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 57




case Ite(BooleanlLiteral(), _, ) =>

reportissue(tree)

If > Call Str.empty > ValRef col
Literal “SELECT ** ValRef col
Y
If > Literal true
Y ¢ ~
-— Literal “SELECT name“ Literal i
Y
Val g2 > BinOp ++ > BinOp ++ > ValRef id
Y Y A\
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 58




case Ite(BooleanlLiteral(), _, ) =>

reportissue(tree)

Literal “SELECT ** ValRef col

Y

Literal true

Y
-— Literal “SELECT name“ Literal i
Y
Val g2 > BinOp ++ > BinOp ++ > ValRef id
Y Y A\
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 59




case Ite(BooleanlLiteral(), _, ) =>

reportissue(tree)

If > Literal true
Y ¢ ~
-— Literal “SELECT name“ Literal i
Y
Val g2 > BinOp ++ > BinOp ++ > ValRef id
Y Y A\
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 60




case Ite(BooleanlLiteral(), _, ) =>

reportissue(tree) j?

Y
-— Literal “SELECT name“ Literal i
Y
Val g2 > BinOp ++ > BinOp ++ > ValRef id
Y Y A\
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 61




Unused Parameters

object UnusedParameterCheck extends TreeVisitor {
override def visit(t: Tree) = t match {
case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)
visitor.visit(body)
if (lvisitor.seen) {
reportissue(p)
}
})
case _ => super.visit(t)
}
}

class UsageVisitor(target: Name, var seen: Boolean = false)
extends TreeVisitor {

override def visit(t: Tree) = t match {
case Variable(name) if name == target =>
seen = frue
case _ => super.visit(t)

}

62



UnusedParameterCheck
case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)
visitor.visit(body)
if (lvisitor.seen) {

reportlssue(p)

UsageVisitor
case Variable(name) if name == target =>

seen = frue

Obj Example

Fn get_data >

Param lim: Int(32)

Val column [

Call Std.readString

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Literal “SELECT name* Literal ““
Val g2 BinOp ++ BinOp ++ ValRef id
A
Call Sqgl.query ValRef q1 Literal “ FROM u WHERE id = “
ValRef g2 63




UnusedParameterCheck
case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)
visitor.visit(body)
if (lvisitor.seen) {

reportlssue(p)

UsageVisitor
case Variable(name) if name == target =>

seen = frue

Obj Example

Fn get_data [

Param lim: Int(32)

Val column [

Call Std.readString

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Literal “SELECT name* Literal ““
Val g2 BinOp ++ BinOp ++ ValRef id
A
Call Sqgl.query ValRef q1 Literal “ FROM u WHERE id = “
ValRef q2 64




UnusedParameterCheck
case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)
visitar.visit(body)
if (lvisitor.seen) {

reportlssue(p)

UsageVisitor
case Variable(name) if name == target =>

seen = frue

Obj Example Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Fn get_data Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Val column Call Std.readString
! ,
Call do_query Call Sqgl.query ValRef q1 Literal “ FROM u WHERE id = “
ValRef column ValRef g2 65




target = lim
seen = false

UnusedParameterCheck
case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)
visitor.visit(body)
if (lvisitor.seen) {
reportlssue(p)

}

UsageVisitor
case Variable(name) if name == target =>

seen = frue

Obj Example

Fn get_data [

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 66




target = lim
seen = false

UnusedParameterCheck
case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)
visitor.visit(body)
if (lvisitor.seen) {
reportlssue(p)

}

UsageVisitor
case Variable(name) if name == target =>

seen = frue

Obj Example

Fn get_data [

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 67




target = lim
seen = false

UnusedParameterCheck
case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)
visitor.visit(body)
if (lvisitor.seen) {
reportlssue(p)

}

UsageVisitor
case Variable(name) if name == target =>

seen = frue

Obj Example

Fn get_data [

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 68




target = lim
seen = false

UnusedParameterCheck
case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)
visitor.visit(body)
if (lvisitor.seen) {
reportlssue(p)

}

UsageVisitor
case Variable(name) if name == farget =>

seen = frue

Obj Example

Fn get_data [

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 69




target = lim
seen = false

UnusedParameterCheck
case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)
visitor.visit(body)
if ('visitor.seen) {
reportlssue(p)

}

UsageVisitor
case Variable(name) if name == target =>

seen = frue

Obj Example

Fn get_data [

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 70




target = lim
seen = false

UnusedParameterCheck
case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)
visitor.visit(body)
if (lvisitor.seen) {

reportlssue(p) 7

} -\

UsageVisitor
case Variable(name) if name == target =>

seen = frue

Obj Example

Fn get_data [

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 71




UnusedParameterCheck
case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)
visitor.visit(body)
if (lvisitor.seen) {

reportlssue(p)

UsageVisitor
case Variable(name) if name == target =>

seen = frue

Obj Example

Fn get_data [

Param lim: Int(32)

Val column [

Call Std.readString

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 72




target = col
seen = false

UnusedParameterCheck
case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)
visitor.visit(body)
if (lvisitor.seen) {
reportlssue(p)

}

UsageVisitor
case Variable(name) if name == target =>

seen = frue

Obj Example

Fn get_data [

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 73




target = col
seen = false

UnusedParameterCheck
case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)
visitor.visit(body)
if (lvisitor.seen) {
reportlssue(p)

}

UsageVisitor
case Variable(name) if name == target =>

seen = frue

Obj Example

Fn get_data [

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef q2 74




target = col
seen = false

UnusedParameterCheck
case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)
visitor.visit(body)
if (lvisitor.seen) {
reportlssue(p)

}

UsageVisitor
case Variable(name) if name == target =>

seen = frue

Obj Example

Fn get_data [

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 75




target = col
seen = false

UnusedParameterCheck
case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)
visitor.visit(body)
if (lvisitor.seen) {
reportlssue(p)

}

UsageVisitor
case Variable(name) if name == farget =>

seen = frue

Obj Example

Fn get_data [

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 76




target = col
seen = frue

UnusedParameterCheck
case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)
visitor.visit(body)
if (lvisitor.seen) {
reportlssue(p)

}

UsageVisitor
case Variable(name) if name == target =>

seen = true

Obj Example

Fn get_data [

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 77




target = col
seen = frue

UnusedParameterCheck

case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)

visitor.visit(body)
)

“r

if ('visitor.seen) {
reportlssue(p)

}

UsageVisitor
case Variable(name) if name == target =>

seen = frue

Obj Example

Fn get_data [

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 78




target = col
seen = frue

UnusedParameterCheck

case FunDef(_, params, _, body) =>
params.foreach(p => {
val visitor = new UsageVisitor(p.name)

visitor.visit(body)
)

“r

if ('visitor.seen) {
reportlssue(p)

}

UsageVisitor

case Variable(name) i1name == target }>

seen = frue

Obj Example

Fn get_data [

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 79
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Redundant condition

object RedundantConditionCheck extends TreeVisitor {
override def visit(t: Tree) = t match {

case Ite(cond, thenn, elze) =>

val visitor = new ReportVisitor(cond)
visitor.visit(thenn)
visitor.visit(elze)
super.visit(t)
case _ => super.visif(t)
}
}

class ReportVisitor(upperCondition: Tree) extends TreeVisitor {

}

override def visit(i: Tree) = t match {

case Ite(cond, _, ) =>

if (equals(cond, upperCondition)) {

}

reportlssue(cond)

}
super.visit(t)

case _ => super.visit(t)
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RedundantConditionCheck

case Ite(cond, thenn, elze) =>
val visitor = new ReportVisitor(cond)
visitar.visit(thenn)

visitor.visit(elze)

ReportVisitor
case Ite(cond, _, ) =>
if (equals(cond, upperCondition)) {

reportissue(cond)

A A

V-

> Call Str.empty > ValRef col
If > Call Str.empty > ValRef col
Literal “SELECT ** ValRef col
Y
If > Literal true
Literal “SELECT name* Literal “
Y
Val g2 > BinOp ++ > BinOp ++ > ValRef id
A\ Y Y
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 82




upperCondition = Strempty(col)
RedundantConditionCheck
case Ite(cond, thenn, elze) => If > Call Str.empty > ValRef col
. . .. Literal “SELECT * ValRef col
visitar.visit(thenn) !
visitar.visit(elze) i > Literaltrue
Y ¢ a
-— Literal “SELECT name* Literal “
ReportVisitor v
Val g2 > BinOp ++ > BinOp ++ > ValRef id
case Ite(cond, _, ) =>
if (equals(cond, upperCondition)) {
reportlssue(cond) v y v
} Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “

i

ValRef g2 83




upperCondition = Strempty(col)
RedundantConditionCheck
case Ite(cond, thenn, elze) => If > Call Str.empty > ValRef col
val visitor = new ReportVisitor(cond) l\~
Literal “SELECT ** ValRef col
visitor.visit(thenn) !
visitor.visit(elze) If o D
Y ‘ a
-— Literal “SELECT name* Literal “
ReportVisitor v
Val g2 > BinOp ++ > BinOp ++ > ValRef id
case Ite(cond, _, ) =>
if (equals(cond, upperCondition)) {
reportlssue(cond) y y v
} Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “

i

ValRef g2 84




Obj Example Fn do_query Param col: String

v
upperCondition = Str.empty(col) Val id »| Call Std.readString
:
RedundantConditionCheck
case Ite(cond, thenn, elze) => If Call Str.empty ValRef col
val visitor = new ReportVisitor(cond) l\
o o Literal “SELECT ** ValRef col
visitor.visit(thenn)
visitor.visit(elze) " Literaltrue
' A
Fn get_data [+ Param lim: In{(32) Literal “SELECT name* Literal “
ReportVisitor
Val g2 BinOp ++ BinOp ++ ValRef id
case Ite(cond, _, ) =>
if (equals(cond, upperCondition)) { Val column |+| Call Std.readString
reportlssue(cond) } \
} Call do_query Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
v .

ValRef column ValRef g2 85




upperCondition = Str.empty(col)

RedundantConditionCheck

case Ite(cond, thenn, elze) =>
val visitor = new ReportVisitor(cond)
visitor.visit(thenn)

visitor.visit(elze)

ReportVisitor
case Ite(cond, _, ) =>
if (equals(cond, upperCondition)) {
reportlssue(cond)

}

Literal “SELECT ** ValRef col
Y
If > Literal true
Y ¢ ~
-— Literal “SELECT name“ Literal i
Y
Val g2 > BinOp ++ > BinOp ++ > ValRef id
Y Y A\
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 86




upperCondition = Str.empty(col)

RedundantConditionCheck

case Ite(cond, thenn, elze) =>
val visitor = new ReportVisitor(cond)
visitar.visit(thenn)

visitor.visit(elze)

ReportVisitor
case Ite(cond, _, ) =>
if (equals(cond, upperCondition)) {
reportlssue(cond)

}

If > Literal true
Y ¢ ~
-— Literal “SELECT name“ Literal i
Y
Val g2 > BinOp ++ > BinOp ++ > ValRef id
Y Y A\
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 87




upperCondition = Str.empty(col)

RedundantConditionCheck

case Ite(cond, thenn, elze) =>
val visitor = new ReportVisitor(cond)
visitar.visit(thenn)

visitor.visit(elze)

ReportVisitor
case Ite(cond, _, ) =>
if (equals(cond, upperCondition)) {
reportlssue(cond)

}

I

Literal true

Y
-— Literal “SELECT name“ Literal i
Y
Val g2 > BinOp ++ > BinOp ++ > ValRef id
Y Y A\
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 88




upperCondition = Str.empty(col)

RedundantConditionCheck

case Ite(cond, thenn, elze) =>
val visitor = new ReportVisitor(cond)
visitar.visit(thenn)

visitor.visit(elze)

ReportVisitor
case Ite(cond, _, ) =>
if (equals(cond, upperCondition)) {
reportlssue(cond)

}

Y
-— Literal “SELECT name“ Literal i
Y
Val g2 > BinOp ++ > BinOp ++ > ValRef id
Y Y A\
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 89



QOutline

First hour

Intro to static analysis
Place for static analysis

AST-based analysis

- Matchers

Second hour

Taint Analysis
Symbolic Execution
Static Analysis Trade-off

Demo
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AST Matchers
Domain-specific language
More expressive

Less flexible

Complicated under the hood
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if with a trivial condition

object TrivialConditionCheck extends TreeVisitor {
override def visit(tree :Tree) = free match {

case Ite(BooleanlLiteral(), _, ) =>

reportissue(free)
super.visit(tree)
case _ => super.visit(tree)

}
}

E



if with a trivial condition

i’re(hasCondi’rion(Ii‘reraI))\

\Thllte(BooleanLiteral(_), L)

reportissue(free)

super.visit(tree)
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Obj Example Fn do_query Param col: String
v
if with a trivial condition o| o strasing
:
Val g1 If Call Str.empty ValRef col
ite(hasCondition(literal))
If Call Str.empty ValRef col
object Example P
) ) Literal “SELECT ** ValRef col
fn do_query(col: String): String = {
val id: String = Std.readString(); ]
val q1: String = if (Str.empty(col)) { " Literal true
if (Str.empty(col)) { "SELECT *" } else { col } ! N
}-EISE { Fn get data > Param lim: Int(32) Literal “SELECT name* Literal “
if (frue) { "SELECT name" } else {"" }
2
val ge: String =gl ++" FROM u WHERE id="++1id; val g2 BinOp ++ BinOp ++ ValRef id
Sql.query(g2)
} Val column || Call Std.readString
fn get_data(lim: Int(32)): String = { I
val column: String = Std.readString(); -
do_guery(column) Call do_query Call Sql.query ValRef q1 Literal “ FROM u WHERE id = *
} I !
end Example ValRef column ValRef g2 94




if with a trivial condition

Obj Example

ite(hasCondition(literal))

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (T { "SELECT name" }else {""}
%

val g2: String = g1 ++ " FROM u WHERE id = " ++ id;

Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example

Y

Fn do_query

¥

Val id

Param col: String

Val g1

A

Call Std.readString

Call Str.empty ValRef col

If

Call Str.empty ValRef col

P

Literal “SELECT ** ValRef col

If

i

Fn get_data >

Param lim: Int(32)

Y

Val column [

Call Std.readString

!

Call do_query

i

ValRef column

Literal “SELECT name* Literal ““
A\
Val g2 BinOp ++ BinOp ++ ValRef id
A\ Y Y
Call Sqgl.query ValRef q1 Literal “ FROM u WHERE id = “
ValRef g2 95




Matching patterns in AST

Nodes: “function”,

Properties:

Relationships:

Combinators: “no

3 “

” 11

P11

call”,

LE I 11

valRef”

literal”,
*hasName”, “hasType”
“hasDescendant”, *

t”, “bind” / “equalTo”, “o

hasCondition”,

bE I 11

hasParam”

r’; implicit “and”
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Redundant condition

Obj Example

ite(
hasCondition(bind(“condition”)),
hasDescendant(expr(equalTo(“condition”))))

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example

Fn get_data >

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 97




Redundant condition

Obj Example

ite(
hasCondition(bind(“condition”)),
hasDescendant(expr(equalTo(“condition”))))

object Example

Y

Fn do_query

¥

Val id

Y

Param col: String

Val g1

If

(oF:1]}

Call

g

A

Call Std.readString

ValRef

ValRef

] ) Literal “SELECT *“ ValRef col
fn do_query(col: String): String = { |
val id: String = Std.readString(); |
val q1: String - if (_) { If > Literal true
if (SERempiu(eol)) { "'SELECT *" } else { col } v 7 _
}_EISE { Fn get_data [ Param lim: Int(32) Literal “SELECT name* Literal “
if (frue) { "SELECT name" } else {"" }
% v
Val q2: String = q1 ++"FROM u WHERE |d ="++ |d, Val g2 » BinOp ++ > BinOp ++ »| ValRef id
Sql.query(g2) !
} Val column || Call Std.readString
fn get_data(lim: Int(32)): String = { I
val column: String = Std.readString(); 1 ~ =
do_query(column) Call do_query Call Sql.query ValRef q1 Literal “ FROM u WHERE id = *
} ! !
end Example ValRef column ValRef g2 98




Unused parameter

Obj Example

function(
hasParam(bind(“param”)),
not(hasDescendant(valRef(to(“param”)))))

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example

Fn get_data >

Val column [

.

Call do_query

!

ValRef column

Fn do_query Param col: String
v
Val id > Call Std.readString
Val g1 If Call Str.empty ValRef col
If Call Str.empty ValRef col
Literal “SELECT ** ValRef col
If Literal true
Param lim: Int(32) Literal “SELECT name* Literal “
Val g2 BinOp ++ BinOp ++ ValRef id
Call Std.readString
A
Call Sqgl.query ValRef g1 Literal “ FROM u WHERE id = “
ValRef g2 99




Obj Example > Fndo_query Param col: String
v
U nuse d p aram e-l-e r Val id > Call Std.readString
v
Val g1 If Call Str.empty ValRef col
function(
hasParam(bind(‘param’)),
not(hasDescendant(valRef(to(“param”))))) i SR ValRef col
object Example i
) ) Literal “SELECT ** ValRef col
fn do_query(col: String): String = { |
val id: String = Std.readString(); ]
val gl: String = if (Str.empty(cal)) { i Literal true
if (Str.empty(col)) { "SELECT *" } else { col } ! N
}else { -m Literal “SELECT name" Literal **
if (frue) { "SELECT name" } else {""}
b v
val q2: Sfring = q1 ++"FROM uWHERE id =" ++ Id, Val g2 BinOp ++ > BinOp ++ > ValRefid
SqlquerU(qz) v
} Val column || Call Std.readString
(L IGEHIEHE (lim: 1n1(32)): String = { T
val column: String = Std.readString(); v - =
do_query(column) Call do_query Call Sql.query ValRef q1 Literal “ FROM u WHERE id = *
) ! !
end Example ValRef column ValRef q2 100




AST Analysis Limitations: Infeasible Rules

Dead code

ite(hasCondition(literal))

if (false) {... }else{...}
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AST Analysis Limitations: Infeasible Rules

Dead code

or(ite(hasCondition(literal)),
val(haslInit(literal), bind(“x”), hasDescendant(ite(hasCondition(valRef(“x"))))))

val x: Bool = false;
if(x){..}else{...}
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AST Analysis Limitations: Infeasible Rules

Dead code

or(or(ite(hasCondition(literal)),
val(haslInit(literal), bind(“x”), hasDescendant(ite(hasCondition(valRef(“x")))))),
val(haslnit(literal), bind(“y”),
hasDescendant(val(hasInit(valRef(equalTo(“y”))), bind(“x”), hasDescendant(ite(hasCondition(valRef(*x”)))))))

val x: Bool = false;
val y: Bool = x;
if(y){..}else{...}
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AST Analysis Limitations: Infeasible Rules
Dead code

Unused function

Null-pointer dereference

Division by zero
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AST Analysis Limitations
Track values / data flow
Track execution order / control flow

Single function or translation unit
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Control-Flow Graph Analysis

Name Type IR
[ Lexer } [ rrrrrr } [ Analyzer } [ Checker } [




Control-Flow Graph (CFG)

Bring together instructions that execute together
Simplify-out unimportant AST details

Represent possible control-flow transfers

ite branch, match, loop
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CFG is useful in a Compiler

Register allocation

Insertion of garbage-collector checkpoints
Optimizations (e.qg., constant propagation, loop hoisting)

Code generation
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CFG

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {

if (Str.empty(col)) { "SELECT *" } else { col }
} else {

if (frue) { "SELECT name" } else {""}

%
val g2: String = g1 ++ " FROM u WHERE id =" ++ id;
Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {

do_query(col)

val column: String = Std.readString();
do_guery(column)

}

end Example

get_data(lim)

column ... Std.readString();
do_query(column)
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C FG do_query(col) get_data(lim)

A

id ... Std.readString(); column L5 Std.readString();
if (Str.empty(cal)) do_query(column)

object Example

fn do_query(col: String): String = {

val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {

if (Str.empty(col)) { 'SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {""}

b
val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}
end Example 110



CFG

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val g1: String = if (Str.empty(col)) {

| if (Str.empty(col)) { "SELECT *" } else { col }

} else {

if (frue) { "SELECT name" } else {""}

b
val g2: String = g1 ++ " FROM u WHERE id =" ++ id;
Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example

do_query(col)

A

get_data(lim)

id k& Std.readString();
if (Str.empty(col))

column L5 Std.readString();
do_query(column)

-

if (Str.empty(col))

AN

ql ke "SELECT *"

gl .. col
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C FG do_query(col) get_data(lim)

A

id Ll Std.readString(); column & Std.readString();
if (Str.empty(col)) do_query(column)

object Example v po
fn do_query(col: String): String = { /\
val id: String = Std.readString();

val q1: String = if (Str.empty(col)) { . .
if (Str.empty(cal)) { "SELECT *" } else { col } if (Str.empty(col)) if (true)
} else {
| if (frue) { "SELECT name" } else {"" } | A /\
|3
val g2: String = g1 ++ " FROM u WHERE id =" ++ id; — — — ql
Sql.query(g2) ql &g "SELECT *" q1 ks col g1 kel "SELECT name"

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}
end Example 5



CFG

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
I

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

do_query(col)

A

get_data(lim)

id k& Std.readString();
if (Str.empty(col))

column L5 Std.readString();

do_query(column)

ST —

if (Str.empty(col))

AN

if (frue)

N

J

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example

q1 "SELECT *" q‘] CDI q1 "SELECT name" .(.:!.1 .

\//

q2 ks g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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CFG

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example

do_query(col)

A

get_data(lim)

id k& Std.readString();
if (Str.empty(col))

column L5 Std.readString();

do_query(column)

ST —

if (Str.empty(col))

AN

if (frue)

N

q1 "SELECT *" q‘] CDI q1 "SELECT name" .(.:!.1 .

\//

g2 £ g1 ++ "FROM u WHERE id =" ++ id
Sql.query(g2)
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QOutline

First hour

Intro to static analysis
Place for static analysis

AST-based analysis

Visitors & Matchers

Second hour

—» Taint Analysis
Symbolic Execution
Static Analysis Trade-off

Demo
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Taint Analysis

Find injection vulnerabilities

input —computation — sensitive query

Example: SQL injection

HI, THIS 1S

WE'RE HAVING SOME
(OMPUTER TROUBLE.

1

J

YOUR SONS SCHOOL.

OH, DEAR - DID HE
BREAK SOMETHING?

IN AWAY /

S

!

DID YOU REALLY
NAME YOUR SON
Robert'); DROP
TABLE Gtudents; -~ 7

~OH.YES UTTNE
BOBBY TABLES,
WE CALL HIM.

WELL, WEVE LOST THIS

YEAR'S STUDENT RECORDS.

I HOPE YOURE HAPPY.

!

AND I H(PE
- YOUVE LEARNED
¢ TOSANMIZE YOUR

DATABASE INPUTS.
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Taint Analysis

Simulate execution

Ignore branch conditions

Use only “tainted” / “safe” for values

Explore all branches joining the taint

Ky
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Taint Analysis

branches joining

P ———
c- ic
\
use(x)
\

Rules

V/4 A\Y ” - A\Y 1/4

For
- branch joins
- value combinations

val X: String <-§j + 2

n” \\ n” - A\Y 14
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Taint Analysis

object Example

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%

val g2: String = g1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example

do_query(col)

A

get_data(lim)

id k& Std.readString();
if (Str.empty(col))

column L5 Std.readString();
do_query(column)

ST —

if (Str.empty(col))

AN

if (frue)

N

q1 "SELECT *" q‘] col q1 "SELECT name" .(.:!.1 .

\//

g2 £ g1 ++ "FROM u WHERE id =" ++ id
Sql.query(g2)
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Taint Analysis

object Example

fn do_query(E8l: S#ing): String = {
val id: String =
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
2

val g2: String = q1 ++ " FROM u WHERE id = " ++ id;

Sqgl.query(g2)

}

fn get_data(lim: Int(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

end Example

do_query(.) Jd

“safe

if (Str empty(col))

<.

if (Str.empty(col))

if (frue)

N AN

q1 B "SELECT *"

gl L col

g1 &g "SELECT name"

q1 &4

\//

g2 £ g1 ++ "FROM u WHERE id =" ++ id
Sql.query(g2)
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Taint Analysis

fn do_query(

val q1: String = if
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%

val g2: String = g1 ++ " FROM u WHERE id = " ++ id;

Sql.query(g2)

if (Str.empty(cal)) if (true)

N AN

q1 "SELECT *" ql col ql "SELECT name"

a1 &

\//

q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Taint Analysis

fn do_query(

—

val q1: String = if
if (Str.empty(€8l)) { "SELECT *' } else { col }

} else {

if (true) {"SELECT name" } else { "}

%
val g2: String = g1 ++ " FROM u WHERE id = " ++ id;

Sql.query(g2)

if (frue)

AN

q1 "SELECT *" ql col ql "SELECT name"

a1 &

\//

g2 & g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Taint Analysis

fn do_query(

—

val q1: String = if

if (Str.emptu(@l)) { "SELECT *" ) else { col }
} else {
if (frue) { "SELECT name" } else {""}
b
val g2: String = q1 ++ " FROM u WHERE id = " ++ id;
Sqgl.query(g2)

q1 "SELECT *" ql col ql "SELECT name"

a1 &

\//

q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Taint Analysis

fn do_query(

val q1: String = if

if (Str.empty(col)) { }else { col }
} else {
if (frue) { "SELECT name" } else {""}
b
val g2: String = q1 ++ " FROM u WHERE id = " ++ id;

Sqgl.query(g2)
}

q1 [ "SELECT name" at

q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Taint Analysis

fn do_query(

val q1: String = if
if (Str.empty(col)) { }else { B8}

} else {
if (frue) { "SELECT name" } else {""}

b

val g2: String = q1 ++ " FROM u WHERE id = " ++ id;
Sqgl.query(g2)

}

g1 & "SELECT name"

q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Taint Analysis

fn do_query(

val q1: String = if ){
if (Str.empty(col)) { }else { B8 }
} else {
if (frue) { 'SELECT name" } else { "'}
b
val g2: String = q1 ++ " FROM u WHERE id =" ++ id;
Sql.query(g2)
}

q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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fn do_query(

}

Taint Analysis

val q1: String = if ){
if (Str.empty(col)) { }else { B8 }
} else {
if (true) { 'SELECT name! } else { [}
b
val g2: String = q1 ++ " FROM u WHERE id =" ++ id;
Sql.query(g2)

q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Taint Analysis

fn do_query(

}

val g2: String = q1 ++ " FROM u WHERE id = " ++ id;

Sql.query(g2)

q2 K& g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Taint Analysis

fn do_query(

Sql.query(g2)
}

G2 38 ++ " FROM uWHERE id =" ++ @

129

Sql.query(g2)




Taint Analysis

fn do_query(

130



Cross procedural

€ sonar



Cross Procedural do_query(col)

A

id k& Std.readString();

T

|f (Str empty(col)) { “SELECT *"} else { col } if (Str.empty(coal)) if (true)
} else {

if (true) { "SELECT name" } else { " } A A
b
val g2: String = g1 ++ " FROM u WHERE id = " ++ id; S
R gl had "SELECT ** q1 k4 col q1 & "SELECT name"

| g

g2 k& 91 ++ "FROM u WHERE id =" ++ id
Sql.query(g2)
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Cross Procedural do_query(col)

A

[o s |
T

|f (Str emp‘rg(col)) { 'SELECT *" }else { col } if (Str.empty(col)) if (true)

} else {
if (true) { "SELECT name" } else { ™"} A /\
2

val g2: String = g1 ++ " FROM u WHERE id = " ++ id;
Sql.query(g2) q1 B "SELECT *" q1 ksl col g1 &g "SELECT name"

| \//

g2 k& 91 ++ "FROM u WHERE id =" ++ id
Sql.query(g2)
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Cross Procedural

fn do_query( ): String = {
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Cross Procedural

fn do_query(col: String): String = {

}

val id: String ="1";
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
2

val g2: String = g1 ++ " FROM u WHERE id = " ++ id;

Sqgl.query(g2)

fn get_data(lim: Int(32)): String = {

}

val column: String = Std.readString();
do_guery(column)

do_query(col) get_data(lim)
id B "1"; column L5 Std.readString();
if (Str.empty(col)) do_query(column)

T

if (Str.empty(col)) if (true)

N AN

q1 &g "SELECT *" g1 k& col g1 &g "SELECT name"

q1 &4

\//

g2 £ g1 ++ "FROM u WHERE id =" ++ id
Sql.query(g2)
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Cross Procedural

fn do_query(col: String): String = {
val id: String ="1";
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }

b
val g2: String = q1 ++ " FROM u WHERE id =" ++ id;
Sql.query(g2)
}
fn get_data( ): String = {
)
}

do_guery(col)

|d u1";

if (Str.empty(col))

T

if (Str.empty(cal)) if (true)
q1 B "SELECT *" q1 &4 col q1 & "SELECT name"

\//

q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Cross Procedural

fn do_query (EBIESTHING): String = {
val id: String ="1";
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }

b
val g2: String = q1 ++ " FROM u WHERE id =" ++ id;
Sql.query(g2)
}
fn get_data( ): String = {
)
}

|d u1";

if (Str.empty(col))

T

if (Str.empty(cal)) if (true)
q1 B "SELECT *" q1 &4 col q1 & "SELECT name"

\//

q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Cross Procedural

fn do_query(
‘valiid
val q1: String = if
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }

|5

val g2: String = g1 ++ " FROM u WHERE id = " ++ id;

Sql.query(g2)
}

fn get_data( ): String = {

if (Str.empty(cal)) if (true)
q1 B "SELECT *" q1 &4 col q1 & "SELECT name"

\//

q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Cross Procedural

fn do_query(

‘valiid

: String = {

val g1: String = { _
{"SELECT *" } else { col } if (true)
} else {
if (frue) { "SELECT name" }else {"" } A
|5
val g2: String = g1 ++ " FROM u WHERE id = " ++ id; o
Sql.query(g2) ql &g "SELECT *" q1 ksl col g1 &g "SELECT name"
}
fn get_data( ): String = { \//
} q2 B g1 ++ " FROM u WHERE id =" ++ id

Sqgl.query(g2)
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Cross Procedural

fn do_query(
‘valiid

val q1: String =

: String = {

{"SELECT *"} else { col }

} else {
if (frue) { "SELECT name" } else { "'}
%
val g2: String = q1 ++ " FROM u WHERE id =" ++ id; 1
Sql.query(g2) q1 &g "SELECT *" q1 ksl col g1 &g "SELECT name" q
}
fn get_data( ): String = { \//
} q2 B g1 ++ " FROM u WHERE id = " ++ id

Sql.query(g2)
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Cross Procedural

fn do_query(
‘valiid

val g1: String =

: String = {

} else { col }
} else {

if (frue) { "SELECT name" } else { "'}

2
val g2: String = q1 ++ " FROM u WHERE id =" ++ id;
Sql.query(g2) q1 k&l "SELECT name”
}
fn get_data( ): String = { //

} q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Cross Procedural

fn do_query(

‘valiid

: String = {

val g1: String = {
} else { €0l }
} else {
if (frue) { "SELECT name" } else { "'}
b
val g2: String = q1 ++ " FROM u WHERE id = " ++ id;
Sql.query(g2)
}
fn get_data( ): String = {
}

g1 & "SELECT name"

q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Cross Procedural

fn do_query(

‘valiid

: String = {

val q1: String = {
} else { €0l }
} else {
if (true) { 'SELECT name' } else { "'}
b
val g2: String = q1 ++ " FROM u WHERE id = " ++ id;
Sql.query(g2)
}
fn get_data( ): String = {
}

q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Cross Procedural

fn do_query
id

val g2: String = q1 ++ " FROM u WHERE id = " ++ id;
Sql.query(g2)
}

fn get_data( ): String = {

} g2 & g1 ++ " FROM u WHERE id = " ++ id
Sql.query(q2)
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Cross Procedural

fn do_query
id

Sqgl.query(g2)
}

fn get_data( ): String = {

} *

g2 & 61 ++ " FROM u WHERE id = " ++ [l
Sqgl.query(g2)
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Cross Procedural

fn do_query

id

}
fn get_data( ): String = {

}




Limitation: Precision

fn do_query

id

}
fn get_data( ): String = {

}
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More precise

Symbolic

More expensive

Execution

More rules

€ sonar



Symbolic Execution

Simulate Execution

Keep unknown values as “symbols”

Explore paths taking different branches

Collect branch conditions

<@ KR

Check satisfiability
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Symbolic Execution

Values
X

column

+ colur:>ﬁ Std.readString();

ﬁ if (Str.empty(col))

Assumptions . S
Va =bis true
Str.empty(x) is false
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Symbolic Execution

|Va|ues |

lim =@

fn do_query(col: String): String = {
val id: String = "1";
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%
val g2: String = g1 ++ " FROM u WHERE id = " ++ id;
Sql.query(g2)
}
fn get_data(lim: In#(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

do_query(col) * get_data(lim)

id Kad "1"; column & Std.readString();
if (Str.empty(col)) do_query(column)

ST —

if (Str.empty(col)) if (true)

AN N

q1 C& "SELECT *" q1 £ col q1 Kd "SELECT name"

q1 &4

\//

g2 £ g1 ++ "FROM u WHERE id =" ++ id
Sql.query(g2)
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Symbolic Execution

Values
lim =@

column=0

fn do_query(col: String): String = {
val id: String = "1";
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%
val g2: String = g1 ++ " FROM u WHERE id = " ++ id;
Sql.query(g2)
}
fn get_data(lim: In#(32)): String = {
val column: String = Std.readString();
do_guery(column)

}

do_query(col) get_data(lim)
id B "1"; column L5 Std.readString();
if (Str.empty(col)) do_query(column)
/\
if (Str.empty(col)) if (true)

AN N

q1 &g "SELECT *" g1 k& col g1 &g "SELECT name"

q1 &4

\//

g2 £ g1 ++ "FROM u WHERE id =" ++ id
Sql.query(g2)
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Symbolic Execution

Values

lim =@
column =3
col =03

fn do_query(col: String): String = {
val id: String = "1";
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%
val g2: String = g1 ++ " FROM u WHERE id =" ++ id;
Sql.query(g2)
}
fn get_data(lim: In#(32)): String = {
val column: String = Std.readString();
do_query(column)

}

*do_querg(col) get_data(lim)

id B "1"; column ... Std.readString();
if (Str.empty(col)) do_query(column)
/\
if (Str.empty(col)) if (true)

AN N

q1 &g "SELECT *" g1 k& col g1 &g "SELECT name"

q1 &4

\//

g2 £ g1 ++ "FROM u WHERE id =" ++ id
Sql.query(g2)
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Symbolic Execution

Values
col =3

fn do_query(col: String): String = {
val id: String = "1";
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%
val g2: String = g1 ++ " FROM u WHERE id =" ++ id;
Sql.query(g2)
}
fn get_data(lim: In#(32)): String = {
val column: String = Std.readString();
do_query(column)

}

*do_querg(col)

get_data(lim)

id & "1";

if (Str.empty(col))

do_query(column)

column ... Std.readString();

ST —

if (Str.empty(col)) if (true)
q1 B "SELECT *" q1 ksl col g1 &g "SELECT name" ,T -

\//

Sql.query(g2)

g2 & g1 ++ " FROM u WHERE id = " ++ id
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Symbolic Execution

Values
col =3
id = (i1]!

fn do_query(col: String): String = {
val id: String ="1";
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%
val g2: String = g1 ++ " FROM u WHERE id =" ++ id;
Sql.query(g2)
}
fn get_data(lim: In#(32)): String = {
val column: String = Std.readString();
do_query(column)

}

do_query(col)

get_data(lim)

id & "1";

if (Str.empty(col))

do_query(column)

column ... Std.readString();

ST —

if (Str.empty(col))

if (frue)

AN N

q1 B "SELECT *"

gl L col

ql &4 "SELECT name" q1 k3

\//

g2 £ g1 ++ "FROM u WHERE id =" ++ id
Sql.query(g2)
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Symbolic Execution

Values

col =B

id = “
fn do_query( : String = {

val q1: String = {
if (Str.empty(cal) { "SELECT *" } else { col } if (Str.empty(col) if (true)
} else {
if (tfrue) { "SELECT name" } else { "'} /\ A
%
val g2: String = q1 ++ " FROM u WHERE id = " ++ id; ]
Sql.query(g2) q1 &g "SELECT *" q1 ksl col g1 &g "SELECT name"
}
fn get_data( ): String = { \//
} q2 B g1 ++ " FROM u WHERE id = " ++ id

Sqgl.query(g2)
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Symbolic Execution

A_Assumotions | Values

Str.empty(B) is true col =B
id =
fn do_query( : String = {

val g1: String =

{"SELECT *"} else { col } if (true)

} else {
if (tfrue) { "SELECT name" } else { "'} N
|5
val g2: String = g1 ++ " FROM u WHERE id =" ++ id; ql
Sql.query(g2) ql &g "SELECT *" q1 ksl col g1 &g "SELECT name"
}
fn get_data( ): String = { \//
} q2 B g1 ++ " FROM u WHERE id = " ++ id

Sqgl.query(g2)
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Symbolic Execution

Assumptions Values
Str.empty(B) is true col =B
Str.empty(B) is true id =

ql = “SELECT *”

fn do_query(

{ .
} else { col } ullitn,
} else {
if (tfrue) { "SELECT name" } else { "'} N
b
val g2: String = g1 ++ " FROM u WHERE id =" ++ id; ql
Sql.query(g2) q1 k&l "SELECT name”
}
fn get_data( ): String = { //
) g2 &4 g1 ++ " FROM u WHERE id = " ++ id

Sqgl.query(g2)
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Symbolic Execution

Assumptions Values
Str.empty(B) is true col =B
Str.empty(B) is true id =
ql = “SELECT *”
qe = “SELECT * FROM u WHERE id = 1”

fn do_query( ): String = {
{ if (true)
} else { col } ik
} else {
if (true) {"SELECT name" } else { "} N
%
“val g2: String = g1 ++ " FROM u WHERE id = " ++ id;
Sql.query(q2) a7 Gl "SELECT name” q1
}
fn get_data( ): String = { //
\ 92 kad g1 ++ " FROM u WHERE id = " ++ id

Sqgl.query(g2)
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Symbolic Execution

Assumptions Values

Str.empty(B) is true  col =B
Str.empty(B) is true id = 5P
ql = “SELECT *”
qe = “SELECT * FROM u WHERE id =17
fn do_query( ): String = {

{ -
} else {col } if (true)
} else {
if (true) { "SELECT name" } else { "} m

%
- q1 B8 "SELECT name" gl
}
fn get_data( ): String = {
}
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Symbolic Execution

Assumptions Values
Str.empty(B) is true col =B
id =1

fn do_query( : String = {

val q1: String = { ]
{"SELECT *"} else { col } if (true)
} else {
if (frue) { "SELECT name" } else {""} N

|5

val g2: String = g1 ++ " FROM u WHERE id =" +3”

Sql.query(q2) 5 q1 k& col o1 & "SELECT name" at
}
fn get_data( ): String = { backtrack \//
} P G g1 ++ " FROM u WHERE id = " ++ id

I:I/>Sql.querg(q2)
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Symbolic Execution

Assumptions Values
Str.empty(B) is true col =B
id =1

fn do_query( : String = {

val g1: String =

{"SELECT *"} else { col } if (true)

} else {
if (tfrue) { "SELECT name" } else { "'} N
|5
val g2: String = g1 ++ " FROM u WHERE id =" ++ id; ql
Sql.query(g2) ql &g "SELECT *" q1 ksl col g1 &g "SELECT name"
}
fn get_data( ): String = { \//
} q2 B g1 ++ " FROM u WHERE id = " ++ id

Sqgl.query(g2)
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Symbolic Execution

Assumptions Values
trempty(B) is true  col =B
tr.empty(B) is false  id =1

q =B
fn do_query( ): String = {

{"SELECT *"} else { col }

} else {

if (frue) { "SELECT name" } else {""}

b
val g2: String = q1 ++ " FROM u WHERE id =" ++ id;
Sql.query(g2)

}

fn get_data( ): String = {

q1 B "SELECT

if (frue)

7~

g1 & "SELECT name"

a1 &

Sqgl.query(g2)

q2 B g1 ++ " FROM u WHERE id = " ++ id
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Symbolic Execution

Assumptions Values
tr.empty(B) is true col =B
tr.empty(B) is false  id =1

q =B

fn do_query( ): String = {

{"SELECT *"} else { col }

} else {

if (frue) { "SELECT name" } else {""}

b
val g2: String = q1 ++ " FROM u WHERE id =" ++ id;
Sql.query(g2)

}

fn get_data( ): String = {

q1 B "SELECT 1::

if (frue)

7~

q1 (& "SELECT name” at

Sqgl.query(g2)

q2 B g1 ++ " FROM u WHERE id = " ++ id
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Symbolic Execution

Assumptions Values
col =8B
id =1

fn do_query( : String = {

val q1: String = {
if (Str.empty(col) { "'SELECT *' } else { col } if (Str.empty(col) if (true)
} else {
if (frue) { "SELECT name" } else { "} /\ A
%
val g2: String = q1 ++ " FROM u WHERE id =" ++ id;
Sql.query(qg2) q1 & "SELECT *" q1 &4 col g1 & "SELECT name"
}
fn get_data( ): String = { \//
} q2 B g1 ++ " FROM u WHERE id = " ++ id

Sqgl.query(g2)
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Symbolic Execution

Assumptions Values
Strempty(B) is false  col =B
id =1

fn do_query( : String = {

val q1: String = { .
if (Str.empty(col)) { "SELECT *" } else { col } if (Str.empty(col))
} else {
if (frue) { "SELECT name" } else { "} A
%
val g2: String = q1 ++ " FROM u WHERE id = " ++ id; q
Sql.query(g2) q1 &g "SELECT *" q1 ksl col g1 &g "SELECT name"
}
fn get_data( ): String = { \//
} q2 B g1 ++ " FROM u WHERE id = " ++ id

Sqgl.query(g2)
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Symbolic Execution

Assumptions Values
Strempty(B) is false  col =B
true is true id =“1”
gl = “SELECT name”

fn do_query( ): String = {

if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (true) { "SELECT name"} else { " }
%
val g2: String = q1 ++ " FROM u WHERE id =" ++ id;
Sql.query(g2)
}

fn get_data( ): String = {

if (Str.empty(col))

q1 B "SELECT *"

q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Symbolic Execution

Assumptions Values
Strempty(B) is false  col =B
true is true id =“1”
gl = “SELECT name”
g2 =“SELECT name FROM u WHERE id =1

fn do_query( ): String = {

if (Str.empty(col)) { "SELECT *" } else { col } if (Str.empty(cal))
} else {
f () (SSELECT aie! ) efse ) A
|
“val g2: String = g1 ++ " FROM u WHERE id = " ++ id;
Sql.query(g2) ql "SELECT *" gl col

)
fn gef_dara(-): String = \/
)

q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Symbolic Execution

Assumptions Values

Strempty(B) is false  col =B

true is true id =“1”
gl = “SELECT name”
g2 =

fn do_query( ): String = {

if (Str.empty(col)) { "SELECT *" } else { col }
} else {

if (true) { "SELECT name" } else { "}
|

—

fn get_data( ): String = {

~—

“SELECT name FROM u WHERE id =1

if (Str.empty(col))

AN

q1 B "SELECT *"

q1 k& col
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Symbolic Execution

Assumptions Values
Strempty(B) is false  col =B
true is true id =“1”
gl = “SELECT name”
g2 =“SELECT name FROM u WHERE id =1

fn do_query( ): String = {

if (Str.empty(col)) { "SELECT *" } else { col } if (Str.empty(col))

}else{
f (fru) ('SELECTIRaime ) else () A
- q1 G "SELECT *" q1 &4 col

fn get_data( - String = { backtrack
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Symbolic Execution

Assumptions Values
trempty(B) is false  col =B
rue is false id =“1”

al ="

fn do_query(

if (Str.empty(col)) { "SELECT *" } else { col }
} else {

if (frue) { "SELECT name" } else { ™ }

b
val g2: String = q1 ++ " FROM u WHERE id =" ++ id;
Sql.query(g2)

}

fn get_data( ): String = {

}

if (Str.empty(col))

q1 "SELECT *" ql col ql "SELECT name"

q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Symbolic Execution

Assumptions Values

col =@

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%
val g2: String = g1 ++ " FROM u WHERE id = " ++ id;
Sql.query(g2)

*do_querg(col)

A

id k& Std.readString();
if (Str.empty(col))

ST —

if (Str.empty(col))

if (frue)

AN N

q1 B "SELECT *"

gl L col

g1 &g "SELECT name"

q1 &4

\//

g2 £ g1 ++ "FROM u WHERE id =" ++ id
Sql.query(g2)
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Symbolic Execution

Assumptions Values

col I
id =3

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%
val g2: String = g1 ++ " FROM u WHERE id = " ++ id;
Sql.query(g2)

do_query(col)

A

id k& Std.readString();

if (Str.empty(col))

if (Str.empty(col))

ST —

if (frue)

AN N

q1 B "SELECT *"

gl L col

g1 &g "SELECT name"

q1 &4

\//

g2 £ g1 ++ "FROM u WHERE id =" ++ id
Sql.query(g2)
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Symbolic Execution

Assumptions Values

col I
id =3

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%
val g2: String = g1 ++ " FROM u WHERE id = " ++ id;
Sql.query(g2)

do_query(col)

A

id ... Std.readString();

if (Str.empty(col))

if (Str.empty(col))

ST —

if (frue)

AN N

q1 B "SELECT *"

gl L col

ql &4 "SELECT name"

q1 &4

\//

g2 £ g1 ++ "FROM u WHERE id =" ++ id
Sql.query(g2)
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Symbolic Execution

Assumptions Values
Str.empty(B) is true col = I
id =B

fn do_query(col: String): String = {
val id: String = Std.readString();
val q1: String = if (Str.empty(col)) {
if (Str.empty(col)) { "SELECT *" } else { col }
} else {
if (frue) { "SELECT name" } else {"" }
%
val g2: String = g1 ++ " FROM u WHERE id =" ++ id;
Sql.query(g2)

do_query(col)

A

id ... Std.readString();
if (Str.empty(col))

T

* if (Str.empty(col)) if (true)

AN N

q1 &g "SELECT *" g1 k& col g1 &g "SELECT name"

q1 &4

\//

g2 £ g1 ++ "FROM u WHERE id =" ++ id
Sql.query(g2)
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Symbolic Execution

Assumptions Values

Str.empty(B) is true col =@
Str.empty(B) is true id =B
ql = “SELECT *”
fn do_query(
{
} else { col }

} else {

if (frue) { "SELECT name" } else {""}
%
val g2: String = q1 ++ " FROM u WHERE id =" ++ id;

Sql.query(g2)

if (frue)

7~

g1 & "SELECT name"

a1 &

q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)

| —
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Symbolic Execution

Assumptions Values

Strempty(B) istrue  col =@
Str.empty(B) is true id =B
ql = “SELECT *”
qe = “SELECT * FROM u WHERE id = “ ++

{ .
} else {col } if (true)
} else {
if (true) { "SELECT name" } else { "} /\

5
“val g2: String = 1 ++ " FROM u WHERE id = " ++ id;

Sql.query(q2) q1 & "SELECT name” at
}

| —

q2 B g1 ++ " FROM u WHERE id = " ++ id
Sqgl.query(g2)
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Symbolic Execution

Assumptions Values

Str.empty(B) is true col =@
Str.empty(B) is true id =B
ql = “SELECT *”
qe = “SELECT * FROM u WHERE id = “

{ -
} else {col } if (true)
} else {
if (true) { "SELECT name" } else { "} m
b
- q1 K& "SELECT name" at
}
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Symbolic Execution: Limitation
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Static Analysis Trade-0Off

Discovery
A

Taint Analysis

SQL injection
Unused assignment

Symbolic Execution

Null-pointer dereference
Division by O
Overflows

AST-based Analysis

Nested if
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Comment style

>
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Questions?

arseniy.zaostrovnykh@sonarsource.com

quentin.jaquier@sonarsource.com
(@sonarsource

https://sonarsource.com
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